
  

 

 

JEANNE SHAHEEN 
       NEW HAMPSHIRE  

SUITE SH-506 

HART BUILDING 

WASHINGTON, DC 20510 

(202) 224-2841 

WASHINGTON, DC 20510 

September 8, 2022 

 

The Honorable Louis DeJoy 

Postmaster General and Chief Executive Officer 

U.S. Postal Service 

475 L’Enfant Plaza SW 

Washington, DC 20260 

 

Dear Postmaster General DeJoy, 

I write with concerns regarding fraudulent activity relative to change of address requests made to 

the U.S. Postal Service. 

My office has received troubling reports from two constituents whose personal information has 

been used to file change of address requests with the Postal Service, which subsequently rerouted 

their mail to unknown recipients without the constituents’ knowledge. These incidents raise 

concerns around the security of the Postal Service’s change of address procedure and the 

agency’s ability to confirm the identity of individuals making such requests. 

The Office of the Inspector General has found that the Postal Service did not implement effective 

identity verification controls for the online change of address procedure and has recommended 

that such controls be developed and implemented. In a report dated April 12, 2022, the Office of 

the Inspector General writes, “Based on our analysis, online [change of address] COA fraud and 

attempted identity theft by individuals and organized groups increased from 8,857 to 23,606 (167 

percent) from 2020 to 2021.”1 Specifically, the report recommends the Postal Service “develop 

controls to verify that online change of address requests are authorized by the resident of the 

address.”2 However, the Postal Service has declined to take recommended action to mitigate this 

issue.  In response to the Inspector General’s recommendation the Postal Service responded that 

the agency “thoroughly assessed the risk, cost, and failure rate of options and continue to assess 

these [current] controls as sufficient.”3 

Protecting our citizens’ identities is paramount. Therefore, I would appreciate answers to the 

following questions: 

                                                           
1 Office of the Inspector General. 2022. "Issues Identified With Internet Change Of Address". 

https://www.uspsoig.gov/sites/default/files/document-library-files/2022/22-058-22.pdf.  
2 Office of the Inspector General. 2022. "Issues Identified With Internet Change Of Address". 

https://www.uspsoig.gov/sites/default/files/document-library-files/2022/22-058-22.pdf. 
3 Office of the Inspector General. 2022. "Issues Identified With Internet Change Of Address". 

https://www.uspsoig.gov/sites/default/files/document-library-files/2022/22-058-22.pdf.  

https://www.uspsoig.gov/sites/default/files/document-library-files/2022/22-058-22.pdf
https://www.uspsoig.gov/sites/default/files/document-library-files/2022/22-058-22.pdf
https://www.uspsoig.gov/sites/default/files/document-library-files/2022/22-058-22.pdf


1. How does the Postal Service ensure that the online change of address procedure is 

secure? 

2. What additional measures may need to be implemented in order to secure this process for 

customers? 

3. What action is the Postal Service taking to prevent similar situations from occurring in 

the future? 

 

Thank you for your attention to this important matter and I look forward to your response. 

 

Sincerely, 

 

 

 

Jeanne Shaheen       

United States Senate  

 

 

CC:  Tammy Whitcomb Hull, Inspector General, U.S. Postal Service 

Albert Simmons, Manager Customer Relations, ME-NH-VT District, U.S. Postal Service 

Senator Gary Peters, Chair, Senate Committee on Homeland Security and Governmental Affairs 

Senator Robert Portman, Ranking Member, Senate Committee on Homeland Security and  

Government Affairs 

Senator Chris Van Hollen, Chair, Senate Appropriations Subcommittee on Financial Services  

and General Government 

Senator Cindy Hyde-Smith, Ranking Member, Senate Appropriations Subcommittee on  

Financial Services and General Government 

  


